<EY 2> AUdE L

OFAX]

A&

AlLe|e XS

ATHENA 2025 — TeamCity ¢1%%-3]

719k CI/CD 359 29 wogd

o

(@]
a

AlLtg| 2 THA|

Phase 0: 84 4] — 37|14 245 A -HA-AY
Phase 1: #j71#] FE 25 37 - 3|d ZCZ o]F
Phase 2: Docker/Compose #73-4%]
Phase 3: 2=~ 7]-& — proxy / teamcity—mock / hny—collector / siem-lite ¥ =-2] 3}
Phase 4: Enj\xﬂi — 8080/8088/9090 AN=¥x<2QE 3}Q]
Phase 5: 34 Al1-A5 — Al A — MES oj=rw AA A — @3 Fo] - H=
o] B4 — 4y 3d &=
Phase 6: =3 7] &% — hny-collector A= A A2} Z=A] A2 Q]
Phase 7: &4 % — YUEZ 13 EglA, SIEM 60x U7X &2 2kl
Phase 8: 2t&% 9714 — 21-SVG-2°F #9 tar.gz A4, SHA256 &9

AlLig|e =X
CI/CD 155-3]/A o8& Fojstal, JYEZ/SIEM iAoz &EX]/Ag /R J5Fs
52~

AlLiE|2 F7E|
SAZHHA =R = HW 2 ZFA] H TeamCity AR AH] 2o el AldS whEa, A=
AErlS A Z2AE @S g 53t ojo] e Ao o4 8-S FYstal Y E
o=l TEY 09 ARE viddt, AT g Aol A WAy sh GJQEL W FHI=
7] = %) 31, SIEM2 [session — user_create — perm_grant — builddef_update +
honeytoken] A& A3 £243e] TC_SUPPLYCHAIN_SIM A HE At}
oz &7 /status® AEHIE HAsta, 21-A178E 239 AEES AES

Augle HEHI #8&

33

Rt/ALE R (curl)

VMware Ubuntu (GUI) - A&
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/permissions/grant\nA4
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TeamCity 29| AH|A
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mock:8111\n/metrics/collect
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—> docker-compose.yml

-> README.md ((2= 53 ¢hy #4))
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[. Bash, find, cp, Is
Il A=/ AL 2=

$ SRC_DIR="$(find /m ( -type ity_70-30_pack' -o -type d -name

-maxdepth 3 -type
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= o ~/ATHENA_lab Well 4] docker-compose.yml®] &= H7|X FE=
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[. docker—-compose.yml 9% A5 72
. 3j71% FEZ vdeg ¥
. 3t 55 &2 9 /A0 34
ets 7E=(#HY AT ~E)
. =90l PKG_DIR=./... 27} ZAHt}
[ dA =7 H71%] FEZ 8yl 9t 5350 oz Bl
docker—compose.yml
F=Q EE  READMEmd(EE 53 ¢h)l #4])

zQ A2 EF

[. Bash, find, cd, Is
I A Ag/mE 29 2

2 e e o)

cd "$HOME/ATHENA lab"
PKG_DIR="$(find . -maxdepth 4 -type f -name 'docker-compose.yml' -printf ‘%h\n' -quit)"

echo "PKG_DIR=$PKG_DIR"
[ -n "$PKG_DIR" ] && cd "$PKG_DIR" && pwd && 1s -1

71
oy Zate
U ey

$ cd "SHOME/ATHENA_lab"
PKG_DIR="$(find . ma.\deprh 4 -type T -name 'docker-compose.yml' -printf '%h\n' -quit)"
R=5PKG_DIR"
IR" ] && cd "$PKG_DIR" &% pwd && ls -1
PKG_DIR=./for.ATHENA
/home/sihyun@5/ATHENA lab/for.ATHENA

ATHENA_TeamCity_Incident_ 20250829-020252.tar.gz.sha256
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[. Bash, APT, systemd
= 1. Docker CE, Docker Compose v2(plugin)
2 A8 EF
AL
A 7=
--version
docker compose version
0“%;" 75’]‘."% Docker version 28.3.3, build 980b856
o Docker Compose version v2.39.1
X SEN

[. Docker/Compose A WA Ax 9 &= g2l
II. A4 AF82F2 sudo §1°] docker/docker compose A3 7}
M. o= A=Y 7]E) 73 0 45
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oA M=z
< EN = — Agoly /A3
= oo ] 71 X1 2] Docker Compose 2~®l(reverse—proxy, teamcity—mock,
'I'-Q- =+H - iam—1i o Hlt & Wl o = =3}
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[. 3j7]1%] FE|A Compose 28 Hle /A g
1. Ae o]y Ze] &<1(Up / Running)
. Ag-EE o] —i—*l ZA]
8 7E(@AH AAY2E)
[. docker compose psoll Th& 47} A8] 27} Up/Running .2 3EA]:
proxy / teamcity—mock / hny-collector / siem-lite
1. MIE=A7F ARG AHAAE Qlo] SHdH o= {4
x |
T8 &3
[. Docker, Docker Compose v2
o i L 252 2 EADEE A o 87)
F2 AMNE &7
AL Al Bl el o]
7IE A8 v v o
cd "$HOME/ATHENA_lab"
PKG_DIR="$(find . -maxdepth 2 -type f -name 'docker-compose.yml' -printf '%h\n' -quit)"
cd "$PKG_DIR"
docker compose up -d --build
‘ : $ cd "$HOME/ATHENA lab"
PKG_DIR="S(find . -maxdepth 2 -type f -name 'docker-compose.yml' -printf '%h\n' -quit)"
= cd "$PKG_DIR"
0“%;" 7E:IJ-I-I'E docker compose up -d --build
ol Ab [6000] Found orphan containers ([attack-sim siem-lite hny-collector]) for this projec
x O EH the --remove-orphans flag to clean it up.

[+] Running 2/2
Container step6_teamcity_mock

Container step6 proxy

[. 47) Adel|7F 47 715 (Up)
[I. ©]% Phase 4(A 2 7) oA HTTP A= ¥ E &} 3k 7%
Vel
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[. ZEloly el (Up/Ports) €<l
[1. ZE=A](8080), =% 71(8088), SIEM(9090) & AN=FQE T35
1. /43 7Eo= SA 44
o5 7= (@ AT E)
=0 = [. 9] 37} =¥ EVF 25 200 OK + JSON S9S whst —» A-F
T = O

9 Mg ET
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[. docker compose ps / logs
II. url 24 HTTP ##

docker compose ps

curl -s http://localhost:8@8@/health | jq '.* 2>/dev/null || curl -s http://localhost:808@/health
curl -s http://localhost:8@88/health | jq '.' 2>/dev/null || curl -s http://localhost:8088/health
curl -s http://localhost:9@9@/status | jq '.' 2>/dev/null || curl -s http://localhost:9@9@/status

jocker compose ps
curl -s http://loc ull || cur
curl -s http://local ull || cur
curl -s http://localh

STATUS
hny-collector y slin  “python collector.py" hny-collector 16 hours ago  Up 11 minutes
"python si - 16 hours ago  Up 11 minutes
"/docker -entrypoint..." proxy 4 minutes ago Up 4 mii s ]
ck python:3.11-slim  "python app.py" teamcity-mock 4 minutes ago

I 2% A/ 71/SIEMe] 22 =2l Es) Aab g5t
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[. A4 A (/login)

1. YA AR A4 (Jusers/create)

. ~2AE F2jz} d3 Fo(/permissions/grant)

V. 4= o] 29 @A F7F 2 (/build-definitions/update)
V. 1= HyY 39 55 X (/runners/register)

VI 23 21 gl"l(logs/teamcity—mock.log)

ets 7=(#HY AT =E)

[. logs/teamcity-mock.log #FA]9t F-Zol o] =47} YefyaA A3
session_created — user_create — perm_grant — builddef_update
— runner_registerx3

2 A8 ET
71&

[. curl(HTTP JSON POST)
[I. Nginx #]H 2~ X EA] A -(localhost:8080 — teamcity-mock:8111
I1. JSON ¥5/HTTP 4Hg] el

" -H 'Content-Type: application/json' \
| 39 "." 2>/dev/null || true

" -H 'Content-Type: application/json' \
*.' 2>/dev/null || true
" -H 'Content-Type: application/json' \
' 2>/dev/null || true

":"PROJECT_ADMIN"}' | jq '.

for i in 1 2 35 do
curl -s -X POST "$base/runners/register”
-d "{\"name\":\"agent-$i\"}" | jq '."
echo
done

-H 'Content-Type: application/json' \
2>/dev/null || true

# =el
tail -n 10 logs/teamcity-mock.log




"user": "admin-sim"}{"ok": true}{"ok": true}{"ok": true}{"ok": true}

ql *I‘ 7d _' = sl -08-29T07:34:07", "event": "runner_register", " ": "agent-1"}
EJ_I‘E d -08- event runner_registe "
o runner_register", "name": " ]
st -08- i session_created", " "admin-sim", "ip": "172.18.0.4"
ol ALE e cresteds inetin !
* (=) user_create admin-temp"}

perm_grant", 8 -admin-temp", "perm": "PROJECT_ADMIN"}

builddef updat j ": "demo", "detail": "step added: post-build metrics"}
runner_regis "
& runner_registe|
-08-29T08:47 e ": "runner_registe|
sl

[. logs/teamcity—mock.logol] &7 A|Qle] o|HlE ]
[I. Y2 @7l(Phase 6)olX AUED 5 7]/2Z5A] AH g2 2
EAZ &4 IS F2T 1 g5

I:I'ﬁl h||__|§ Phase 6

SUES 7071 WA ANE — ZBA/FH7] B2AL

=q 2§ AHle]EX hny-collector o]0 A& 2= 2| A] 2}5}aL
T =i reverse—proxy(8080) ¢} collector(8088) & A =X E7}
AgAA gl (B dAdA AYUES ETA/EH g AF)

STk o] o
- OH o BAH
34
(o X7 | —
TS A2 Al 2 P

YA Aqu) 2~k Mel W= /234 2F (hny-collector, reverse—proxy)
Il. /health &% *JEH £21(200 OK + JSON)
_]

. 2F9YH/A=EH 4 2/ Al SA] 24

=0 == @8 71%@%2& A=A =E
[ 7 =X QIEVF BF 200 OK + JSON &% — 4%, Phase 72
13

I. Docker Compose 3% W3 (up -d —-build <services...>)
1. curl @A), Nginx §2=EZ 3l

F2 A8 EF wagao:

cd "$HOME/ATHENA_lab/for.ATHENA"

docker compose up -d --build hny-collector reverse-proxy
curl -i http://localhost:8088/health

\ : $ cd "SHOME/ATHENA_lab/for .ATHENA"
docker compose up -d --build hny-collector reverse-proxy
curl -i http://localhost:8088/health
no such service: hny-collector
HTTP/1.0 200 OK
Server: BaseHTTP/0.6 Python/3.11.13
Date: Fri, 29 Aug 2025 07:34:52 GMT
Content-Type: application/json
Content-Length: 40

{"ok": true, "service": "hny-collector"}si

[. A collector VI &8, Z=2A] g9 AA
II. T} ©@A(Phase 7)lA IUES EE|A — SIEM AZ2E/43
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cHy o SUEZ 13 Ed7 — SIEM 60% 52 (~2E) 39l
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o
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[1. SIEM “3e] 33 zﬂ(z*l 10%/20%)
I AKX 21 27} @ o 2ol golow ~2E =2 H=
g 7=(FHA AFEYAE)
[. alerts/alerts.log & 7} A&3] 1+ F7lsith
[I. o] 60% o] Ht&E Z3JoAM % F7F S7Hs lvh(sd Al YA
5 48,
1. /status 299 alerts_tail U-go] rAA o2 XA}, 3 Hul
A
Fo =2F

T2 A8 EF

I[. curl (HTTP POST/GET)
1. SIEM-lite /status, X = 1(alerts/alerts.log) ¢l

BUILD_ID=$(date +%Y3%mod-%HIMM%S)
curl -s -X POST http://localhost:8088/metrics/collect \
-d build_id="$BUILD_ID" -d hny_key="TRAINING-ONLY" | jq .

/ =9)
http //10ca1host 909@/status I jq '.' 2>/dev/null || curl -s http://localhost:9890/status
sleep 10; curl -s http://localhost:9@90/status | jq '.' 2>/dev/null || curl -s http://localhost:9090/status
sleep 10_; curl -s http://localhost:909@/status | jq '-' 2>/dev/null || curl -s http://localhost:9090/status
echo "Alert status check completed”

# BA/2E D7

wc -1 alerts/alerts.log

jq -r '.event' logs/teamcity-mock.log 2>/dev/null | wec -1 || we -1 logs/teamcity-mock.log
tail -n 3 alerts/alerts.log

e
oy ZTE
L A

1
}
Alert status check completed
873 alerts/alerts.

1
{ - sumnary eate\u2192pern_grant\u2192builddef_update + honeytoken hit'}
{
I
{

eate\u2192pern_grant\u2192builddef_update + honeytoken hit"}
sion\u2192user_create\u2192pern_grant\u2192builddef_update + honeytoken hit"}

[. logs/hny—collector.log?] IHES 3 7|5 14 F7}
I1. alerts/alerts.logell 179 24t 73&‘?} F7H60Z2 U =&
1. th2 ©Al(Phase 8)ollA 2t&E 7] 2
Qs

' 2>/dev/null || echo '{"ok":true,"logged":true}"
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[. Aeloly WH dHolHE SVG 2F A GES gholBg g 7]uh
I1. logs/*, alerts/*, summary.txt 2} &7 =713
. 5274 &2& 918 *.sha256 A4

ots Vlo(Hg AAYERE)

. OUTDIR=deliverables_YYYYMMDD-HHMMSS/ 7} AA = a1 U] 5ol
logs 3% + summary.txt + impact_x*.svg(2%) &4

[[. +Eo] ATHENA_TeamCity_Incident_#.tar.gz 9} #&-2 o]
tar.gz + " .sha256 7} A

. 1s -lh 8o 7 77 2 EJ=gzrt gld

il

g]

2 A8 ET
L 71&

[. docker compose exec -+ python(ZAHo]H U SVG AA)
II. tar, sha256sum

1§13 3ol:

cd “"$HOME/ATHENA lab/for.ATHENA"

OUTDIR="deliverables_$(date +%Yim¥d-%HXMILS)"
mkdir -p "$OUTDIR™

/teamcity-mock.log logs/hny-collector.log alerts/alerts.log; do
[ -f "¢$f" ] && cp - "$f" "$oUTDIR"/
done

# (0] 3ol
[ -f ATHENA TeamCity Lab Guide ko dark v6.html ] & cp -f ATHENA TeamCity Lab Guide ko_dark vé.html “$OUTDIR"/

COUNT=$( [ -f alerts/alerts.log ] & wc -1 < alerts/alerts.log || echo @ )
HNY_COUNT=$( [ -f logs/hny-collector.log ] && wc -1 < logs/hny-collector.log || echo @ )

cat > "$OUTDIR/summary.txt™ <<'EOF"

ATHENA 2025 — TeamCity Auth-Bypass -» Secret Theft » Supply-Chain Sim
Environment & Timeline (UTC)

- Sequence: session created » user create » perm_grant > builddef update » (AS) honeytoken
- SIEM alert dedup: 6@s (alerts only)

Artifacts:

- teamcity-mock.log

- hny-collector.log

- alerts.log

- ATHENA TeamCity Lab Guide ko dark v6.html

EOF

date -u +'Generated at: ZY-%m-%dT%H:%M:%SZ' >> “"$OUTDIR/summary.txt™
echo "Alert lines: $ALERTS_COUNT" >> “$OUTDIR/summary.txt”

echo "Collector lines: $HNY COUNT" >> "$OUTDIR/summary.txt"”

PKG="ATHENA TeamCity Incident $(date +Xv%m¥d-XHZMXS).tar.gz"
tar -czf "$PKG” "$OUTDIR”

sha2s6sum 21 " sha256"

1s -1h "$PKG" "$PKG.sha256" "$OUTDIR"

ne i ENA: $ s -lh "SPKG" "$PKG.sha256" "SOUTDIR"
rwW-rw-r-- 1 sihyun@5 sihyun@5 5.4K # 29 16:45
rw-rwW-r-- 1 sihyun05 sihyun@5 114 16:45 ATHENA TeamCity_Incident_20250829-164553.tar.gz.sha256

Heliverables_20250829-163605:

sihyun05 sihyun@5 131K 16: alerts.log
sihyun@5 sihyun@5 685 36 hny-collector.log
sihyun@5 sihyun@5 2.4K

sihyun@5 sihyun@5 6.5K

sihyun05 sihyun@5 420 16: summary . txt
sihyun@5 sihyun@5 1.3K 8% 36 teamcity-mock.log

[. A=8 A7) A](tar.gz)2} F24 YU (sha256) A
I1. deliverables_* ZUt|o] 1/ K/SVG/L.2F & ¢
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